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The story of the e-Estonia, the most advanced
digital society in the world, dates back to the
1990s when the newly born country was looking
for ways to catch up with the rest of the world,
enhance its citizens' well-being and bring itself
back to the world map. They started from
education by bringing computers to every single
school of Estonia.
This radical move enabled access to Internet and
computers for every kid in the country which in
return raised up a generation of tech-savvy
youngster that, a decade later, came to build
Skype, Transferwise, Pipedrive and other
successful startup companies. Add to that, they
also started building their own perfect digital
nation.
Estonia is often considered a government that is
working like a company and indeed with around
130 000 public sector employees, Estonia could
fit well in the middle of the fortune 100
corporations list. However, with only 1,3 million
customers (citizens) paying the bills of the
government, the county is forced to be agile,
cost-effective and offer its customers the best
value for their money. With their new e
Residency program, they have even figured out
how to expand their customer base across
borders.
Learning from the Digital Society
In an effort to capture the essence of this digital
society, we have put together an extensive
report of all of the key technologies and
innovations behind the Estonian digital
infrastructure. Going beyond the marketing
hype, we were aiming to give an unbiased
overview of the current state of developments
with a full range of systems backing Estonian
cloud state.
This eBook is a great source of inspiration for
any corporation or government looking into
transformation, eager to implement digital
technologies. This ebook is created to be shared

openly with anyone interested in transformation,
open innovation and the Estonian digital story.
What this report is not about
Although Estonia is famous for its startup scene
considered to have the biggest number of
startups per capita in the world, this research,
however, is primarily focused on the digital
infrastructure of the Estonian public sector services offered to its citizens from the
government.
Strong digital infrastructure offers exponential
growth and new opportunities for future
technologies and thus Estonia has created
dozens of strategic development plans to
enhance the digital developments even further.
However, for most countries and many
corporations, even the current platform offers
plenty of inspiration and learning opportunities.
Thus, in this report, we have tried to focus on the
current state of the digital infrastructure, not the
future vision or technologies that are not yet
implemented.

Erik Ehasoo
Innovation Advisor,
Founder of Rubiks Digital
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I 11t1,oductio11
The Estonian dream is to have as little state as possible, but as much as is necessary.
Thanks to e-solutions, communications with the state are fast and convenient for all, and
the country is more effective as a result.
e-Estonia's success relies on a clever infrastructure that has made it possible to build a safe
e-services ecosystem. An important part of this ecosystem is flexibility, the ability to
integrate its different parts, while improving e-services and allowing government systems
to grow.
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Siim Sikkut, the Deputy Secretary General
for Communications and State Information
Systems at the Ministry of Economic Affairs
and Communications: "Our luck has been
than we built up the right and proper digital
service infrastructure very early on, starting
from nationwide digital ID and the data
exchange platform X-Road. These made the
digitization of various fields from health to
police to taxes to voting much easier, faster,
more secure, and cost-effective as well.
No country in the world has the core shared
service platforms like we do, with the ability
to authenticate and sign anything digitally
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99% of public sen1ices
011li11e 24/7

and in a fully secure way, or connect the
entire government together to enable the
easy exchange of data.
In addition, there are world-class innovative
digital services in many fields. Based on
digital solutions, our tax system is the most
effective in world. It is so easy to start and
administer companies as you can do that
online. And so on. Having said, there is still
more to do, especially as technology jumps
forward and opens up new opportunities for
digitization. Thus, we have to keep
redesigning and approving our digital
government all the time."

P1--inciples of Estonian e-Goven1ance
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Decentralisation -There's no central
database and every stakeholder, whether
a government department, ministry, or
business, gets to choose its own system.
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Integrity-All data exchanges, M2M
communications, data at rest, and log files
are, thanks to KSI blockchain technology,
independent and fully accountable.
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Interconnectivity-All system elements
exchange data securely and work
smoothly together.

Once-only- Data is collected only once
by an institution, eliminating duplicated
data and bureaucracy.
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Open platform -Any institution may use
the infrastructure and it works as an open
source.
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Transparency- Citizens have the right to
see their personal information and check
how it is used by the government via log
files.

No legacy- Continuous legal change and
organic improvement of the technology
and law.

Estonia fell under the first nationwide
cyber attack during the 'Bronze
Nights' protests.

Estonian government started testing
the blockchain technology. Since
2012, blockchain has been in
operational use in Estonia's registries,
such as national health, judicial,
legislative, security and commercial
code systems.

The Information Technology
Foundation for Education (HITSA)
was founded through the merger of
the Tiger Leap Foundation, Estonian
Information Technology Foundation
and The Estonian Education and
Research Network EENet.

Cooperation agreement between
Estonia and Finland was signed to
continue the development of X-Road
in cooperation by having a shared
code base. Later that year Finland
started the production use of X-Road
(called Palveluvayla in Finland).
Estonia became the first European
country to legalize and regulate ridesharing.

8
8
8
8
8
8
8

Introducing of e-Police system that
involves two main tools: a mobile
workstation installed in each patrol car,
and a positioning system that shows
headquarters every officer's location
and status.
A nationwide e-Health system
integrating data from Estonia's
healthcare providers to create a
common record every patient can
access online.

e-Prescription system was launched
to replace paper medical prescriptions.

Estonia became the first country to
offer electronic residency to people
from outside the country establishing
thee-Residency program.

Estonian government legalised testing
self-driving vehicles on all national and
local roads.
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At the general elections of 2011, 24.3% of voters cast
their votes electronically

“Green Paper on the Organisation of Public Services”
(2013)
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“Freedom on the Net”.
http://www.freedomhouse.org/report/freedomnet/freedom-net-2012
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http://www.vm.ee/?q=node/17953

5

https://www.ria.ee/public/publikatsioonid/State_portal.pdf

•

•
•
•
•
•
•
•
•

•

•

•
•

•

6

https://www.id.ee/

•

•

•
•

i-\/oting
i-Voting is a unique solution that simply and conveniently helps to engage people in the
governance process.
In 2005, Estonia became the first country in
the world to hold nation-wide elections using
this method, and in 2007, it made headlines
as the first country to use i-Voting in
parliamentary elections.
Internet voting, or i-Voting, is a system that
allows voters to cast their ballots from any
internet-connected computer anywhere in
the world. Completely unrelated to the
electronic voting systems used elsewhere,
which involve costly and problematic
machinery, the Estonian solution is simple,
elegant and secure.
During a designated pre-voting period, the
voter logs on to the system using an ID-card
or Mobile-ID, and casts a ballot. The voter's
identity is removed from the ballot before it
reaches the National Electoral Commission
for counting, thereby ensuring anonymity.
With any method of remote voting, including
traditional postal ballots, the possibility of
votes being forced or bought is a concern.
Estonia's solution was to allow voters to log
in and vote as many times as they want
during the pre-voting period. Since each
vote cancels the last, a voter always has the
option of changing his or her vote later.
In the case of i-Voting, the cumulative time
saved in the last Estonian elections was
11,000 working days.

i-\/oting p1�ocess
i-Voting is carried out according to the same
scheme as the traditional envelope voting
method. The downloaded i-Voting
application encrypts the vote. The encrypted
vote can be regarded as the vote contained
in the inner, anonymous envelope. After that
the voter gives a digital signature to confirm
his or her choice. By digital signing, the
voter's personal data or outer envelope are
added to the encrypted vote.
i-Voting is possible only during the 7 days of
advance polls - from the 10th day until the
4th day prior to Election Day. This is
necessary in order to ensure that there
would be time to eliminate double votes by
the end of the Election Day.
To ensure that the voter is expressing their
true will, they are allowed to change their
electronic vote by voting again electronically
during advance polls or by voting at the
polling station during advance polls.
For example, if a voter cancels his/her
electronic vote by going to the polling station
to vote, it is guaranteed that only one vote is
counted per voter. To that end, all polling
stations are informed of the i-Voters on their
list of voters after the end of advance polls
and before the Election Day on Sunday. If it
is found at the polling district that the voter
has voted both electronically and with a
paper ballot, the information is sent to the
Electronic Voting Committee and the voter's
i-Vote is cancelled.
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https://www.valimised.ee/en/internet-voting/internetvoting-estonia

•

•
•

8

https://www.emta.ee/eng/development-new-etcb-eportal-begins
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https://www.ria.ee/en/administration-system-of-the-state-information-system.html
https://www.ria.ee/public/publikatsioonid/RIHA.pdf
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https://e-estonia.com/solutions/business-andfinance/e-business-register
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https://e-estonia.com/solutions/interoperabilityservices/e-land-register
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https://e-estonia.com/solutions/interoperabilityservices/population-registry
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Running a modern state is a data-driven endeavour and for e-Estonia the open-source
backbone is X-Road. This is the invisible yet crucial environment that allows the nation's
various e-service databases, both in the public and private sector, to link up and operate in
harmony, it allows citizens to to be requested data only once and saves more than 800
years of working time for the state and citizens annually.
Bear in mind the unique aspect of e-Estonia is that it lacks a centralised or master database - all
information is held in a distributed data system and can be exchanged instantly upon request,
providing access 24/7.
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https://blog.rubiksdigital.com/how-to-solve-the-digital-identity-and-bring-privacy-to-a-whole-new-level-79f67585df5a
https://www.ria.ee/en/x-road.html
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https://blog.rubiksdigital.com/how-to-solve-the-digitalidentity-and-bring-privacy-to-a-whole-new-level79f67585df5a
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https://www.ria.ee/en/introduction-to-xroad-part1.html
https://www.ria.ee/en/introduction-to-xroad-part2.html
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https://www.ria.ee/en/introduction-to-xroad-part3.html
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https://www.ria.ee/en/introduction-to-xroad-part3.html
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https://www.ria.ee/en/x-road-trustfederation.html#what-is
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https://blog.rubiksdigital.com/what-exporting-acountry-and-its-digital-infrastructure-looks-likec809f2c87228
23 https://blog.rubiksdigital.com/how-to-solve-the-digitalidentity-and-bring-privacy-to-a-whole-new-level79f67585df5a
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https://guardtime.com/solutions/egovernment
https://e-estonia.com/solutions/security-and-safety/ksiblockchain/
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https://guardtime.com/blog/estonian-ehealth-partnersguardtime-blockchain-based-transparency
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https://e-estonia.com/solutions/interoperabilityservices/sharemind
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https://netgroup.ee/project/estfeed/
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https://elering.ee/
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http://www.bbc.com/news/39655415
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The Cyber Defence Unit of the Estonian Defence
League - Legal, Policy and Organisational Analysis,

NATO Cooperative Cyber Defence Centre of Excellence
(2013)
32 http://www.kaitseliit.ee/en/cyber-unit
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The Cyber Defence Unit of the Estonian Defence
League - Legal, Policy and Organisational Analysis,

NATO Cooperative Cyber Defence Centre of Excellence
(2013)
34 https://www.ria.ee/en/

35

https://www.ria.ee/en/
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https://ccdcoe.org

[)ata E111bassy
The Data Embassy is an extension of the Estonian government in the cloud, which means
the state owns server resources outside its territorial boundaries. This is an innovative
concept for handling state information, as states usually store their information within their
physical boundaries. Those resources are under Estonian state control and must be capable
not only of providing data backups, but also of operating the most critical services.
This new approach makes it possible for the
Estonian state to continue operating under
conditions where its local data centres have
been stopped or disturbed due to a natural
disaster, large-scale cyber attack, power
failure or other crisis situation.
In the last 20 years, Estonia has developed
into what the World Development report,
compiled by the World Bank, last year called
"closest to a digital society". However, being
digital and therefore dependent on
information and communication technology
also creates challenges. One of them is the
question of how to secure all the data that
could become vulnerable in the case of a
cyber or indeed a physical military attack.

the forefront of public discussions in Estonia
and the government's Cloud Policy stated
that, "to ensure service functionality and
data continuity, capabilities needed to be
developed outside of the country's borders."
So even if a crisis develops, digital
authentication and authorisation services
would remain operational. To achieve this
aim Estonia considered two options: a
physical embassy for data in a friendly
foreign country or a virtual embassy for data
in a privately owned public cloud.

For example, when Estonia regained its
independence from the Soviet Union in 1991,
it had to determine who its rightful citizens
were. Approximately 80,000 people had
fled the country during the last world war
and there was the problem of how to return
land and property to those whose assets
were confiscated during the Soviet
occupation. In order to establish this paper
records and archives were used. However, in
the digital society the country no longer
stores this information on paper, raising the
question of continuity or as in the case of
Estonia today, digital continuity.

One of the two options to achieve the digital
continuity - the cloud technology - was
tested in late 2014, when Estonia embarked
on a research project with Microsoft to see
whether a public/private cloud computing
partnership model could function. However,
this was not enough: "The cloud technology
provides a good opportunity, but the state
also wants to maintain the full control and
jurisdiction of their data and systems. For this
reason the private cloud services are not
exactly suitable for us," said Siim Sikkut, the
Deputy Secretary General for
Communications and State Information
Systems at the Ministry of Economic Affairs
and Communications. "Therefore, we started
to develop and enhance the data embassy
concept, just like Estonian embassies
abroad, these are our sovereign embassies
in foreign data centres."

Russia's annexation of Crimea in 2014
brought the question of continuity back to

During the last few years Estonia has held
talks with a number of countries and has
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https://e-estonia.com/estonia-to-open-the-worlds-firstdata-embassy-in-luxembourg/
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https://e-estonia.com/solutions/location-basedservices/intelligent-transportation-system
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https://its-estonia.com/en/2017/10/20/incidenthandling-platform/

Smart street systems are developing in several locations in Tallinn, Estonian capital. The
main purpose is to test novel technologies on new street construction projects and provide
real time data about challenges for transport and pedestrian movements. For example, the
real time information from Kalaranna street is available for the citizens and the municipality
through the smart street public webpage.
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FIGURE 5. REAL TIME INFORMATION FROM KALARANNA STREET. SOURCE:
WWW.ELIKO.EE/SMARTCITY

Kalaranna is a 2 km long street,
reconstructed in 2015 and equipped with
new LED lights and Eliko's SmartELI system.
The street lighting system has a much
higher throughput than would be necessary
for just controlling the LED-lights. Therefore,
different sensors were integrated into the
SmartELI wireless communication network
to get additional data about the street.
Local community members helped Eliko to
select the sensors to reflect what citizens are
concerned about in Kalaranna, such as

pedestrian safety and noise pollution,
electricity consumption, and traffic levels.
Data arriving from the sensors in real time
highlights how better information can
improve municipal services. For example,
waste collection and street maintenance
may be flexibly managed through better
analytics. The SmartELI open
communication protocols ensure easy
integration of additional devices to the
existing network.
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https://www.eliko.ee/smart-street-lighting-systemmonitors-environment-traffic-tallinn/
42 http://smartcitylab.eu/solutions/smart-street-systems
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https://its-estonia.com/en/2017/03/17/the-smartharbour-solution/

44

https://e-estonia.com/solutions/location-basedservices/border-queue-management
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https://e-estonia.com/solutions/location-basedservices/mobile-parking
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https://www.forbes.com/sites/montymunford/2016/02/28/estonia-embraces-uber-and-taxify-as-first-european-country-tolegalize-and-regulate-ride-sharing/2/#6677f2ef61bf
47 https://news.err.ee/602458/riigikogu-passes-uber-law-to-regulate-rideshare-services
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The introduction of IT has helped to strengthen public order in Estonia and assist in the case
of accidents. The use of IT tools in the security services (e-Police, rescue board, emergency
centre) has halved the number of deaths by accident in Estonia over the last 20 years.
Employees of the security services are now able to remotely determine 35% of the locations of
accident victims to within a 5-metre radius, and 93% of emergency calls are answered within 10
seconds. Estonian police is no longer allowed to stop cars for technical checks, as all the relevant
data is available using their onboard computer. This has made the police 50 times more
efficient.
In 2000, Estonia made headlines pioneering a system that instantly pinpoints the location of any
mobile phone used to make an emergency call.

35% of accidents
located 1-emotelv within
5 mehes

2nd fastest cou1-t
p1-oceedings in Eu1-ope

Police wod<s 50 times
mo1-e effective

e-Lavv
The e-Law system is an online database for the Estonian Ministry of Justice that allows the
public to read every draft law submitted since February 2003. Built using blockchain
technology, it is formally known as the Electronic Coordination System for Draft Legislation.
Readers can see who submitted the
legislation, its current status, and changes
made to it as it passed through the
parliamentary process. Once an act
becomes law, it is published in the online
state gazette Riigi Teataja, another
searchable database that acts as an open
legal library.

A similar system used by Tallinn City Council
makes it possible to follow all council
sessions online, while city legislation and
other documents are available on the
municipal homepage. Projects such as these
create an unprecedented level of
transparency in the state, cut down on
corruption, and encourage citizens to take an
active interest in legislative affairs.
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https://e-estonia.com
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http://www.courtal.com/
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https://www.politsei.ee
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https://www.cgi.ee/sites/default/files/files_ee/casestudies

/cgi-case-study-innovative-emergency-response-systemhelps-save-lives.pdf
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http://connectedhealth.ee/siim-sikkut-e-estoniastands-strong/
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http://pub.e-tervis.ee/
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Overview of the national laws on electronic health
records in the EU Member States - National Report for
the Republic of Estonia by Milieu Ltd and Time.lex
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https://e-estonia.com/solutions/healthcare/eprescription
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Overview of the national laws on electronic health
records in the EU Member States - National Report for
the Republic of Estonia by Milieu Ltd and Time.lex

60

https://www.theatlantic.com/health/archive/2015/10/isa-biobank-system-the-future-of-personalizedmedicine/409558/
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Drug Development Research 62:97–101 (2004)
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Educatior1
The educational digital revolution in Estonia aims to implement modern digital technology
more efficiently and effectively in learning and teaching, and to improve the digital skills of
the entire nation. For example, it includes ensuring that every student receives the
necessary knowledge and skills to access modern digital infrastructure for future use.
Estonia's success in the digital revolution can be seen in the educational landscape since twice
as many students pursue IT careers in Estonia than the average in other OECD countries. Higher
education is free in Estonia at public universities.

e-School has 11101�e than
200,000 active use1�s

1st in Eu1�ope in the
OECD PIS/-\ test

@

85% of schools use e
School

ELIIS - -! he Online Softvvar-e fo1-- l<inde1-- ga1-- tens
ELIIS is an online software solution that provides innovative and digital solutions for pre
schools and kindergartens to organize their daily work.
Used in 50% of kindergartens, ELIIS is easily
manageable to people otherwise not so
familiar with computers. The environment is
protected against non-authorized users and
the access for teachers and parents to see
and manage the data can be specified in
each section by the staff of each
organization.
The experience and feedback so far has
been very positive: kindergarten teachers
have been freed from filling in large amounts
of daily paperwork, especially reports, in
order to dedicate more time for the children.

Parents are happy because of the
comfortable and quick feedback about their
children and overall activities done in the
preschool or kindergarten. Mutual
communication has become more
convenient, accurate and fast.
Parents have a convenient way to have a say
in class activities, to be aware of your child's
and kindergarten activities, browse pictures
of events and be in a direct contact with
teachers.
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http://hitsa.ee/it-education/educationalprogrammes/progetiger

•

•

•

•

•

65

https://www.gemalto.com/govt/inspired/estonia/ekool
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https://stuudium.com/en/
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https://dreamapply.com/about-us/

support tool for teachers and for their
evaluation. The evaluation model and the
development of training courses are based
on the digital skills standards of the
International Society for Technology in
Education (ISTE), which provides an
ideological framework for learners, teachers
and educational managers to follow.
To improve these competencies, Innovation
Centre organises briefing sessions, training
courses, seminars and conferences.
The HITSA's Development Centre for
Information Systems administers two
national information systems in education Admission Information System (SAIS) and
the Study Information System (SIS). The aim
of information systems is to secure safe,
effective and flexible environment, which
supports and automates study processes
and facilitates the exchange of information
between educational institutions and
learners.
For general education, vocational education
and higher education institutions HITSA
offers the learning environment Moodie.
Moodie is one of the most widely used
learning management systems in Estonia
that supports community-based learning
over the Internet and is suitable both for the
creation of online courses and for supporting
classroom teaching.

Lean1i11g 1-esou1-ces
Digital learning resources consist of learning
materials (including textbooks, educational
online videos and mobile apps, teaching
games, e-worksheets, online tests, study
objects), which are published in digital
format (e.g. on the Internet, in databases or
digital data media).

The HITSA's Innovation Centre supports the
creation, adaption and re-use of digital
learning resources and to that effect
develops guidelines for the creation of high
quality learning materials. Innovation Centre
also coordinates the work of the network of
educational technologists in order to provide
them guidance and support for creating
digital learning assets in their own
educational institutions.
The role of the educational technologist at
an educational institution is to coordinate
and develop e-learning process and to
provide guidance to teachers and managers.
These people know the tools of digital era
and their usage methods very well and help
introduce them into the study process.
The HITSA provides free access to two
repositories of electronic learning materials
and study objects to all users. Users can
freely browse and download materials in
both repositories:
The e-learning repository mainly holds
learning materials in vocational and higher
education in different formats, which
concern different theoretical and practical
matters in different fields of study. All
learning materials have been released under
Creative Commons licence. The HITSA's
Innovation Centre is the official
representative of Creative Commons in
Estonia.
The repository of the School Life (Koolielu)
educational portal mainly contains electronic
learning assets sorted in line with the general
education curricula. The subject experts of
Koolielu update it on an ongoing basis with
exciting learning materials that relate to the
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https://blog.rubiksdigital.com/the-first-networkingplatform-for-e-residents-is-live-a6d963a14a6b
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https://medium.com/e-residency-blog/estonia-couldoffer-estcoins-to-e-residents-a3a5a5d3c894
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https://blog.rubiksdigital.com/how-estonia-could-bringan-end-to-bitcoin-df5bdfe484ca
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https://medium.com/e-residency-blog/were-planningto-launch-estcoin-and-that-s-only-the-start310aba7f3790

The story of the Estonian Digital background is not a story of overnight success or finding
the next big thing. It is a story of consistency, trial and error and open discussion between
the state and its citizens. It has been a joint effort for more than 20 years for this nation of 1,3
million people.
Becoming a digital nation, is not a privilege
of a small country, if anything, it has been a
survival route for a country with no natural
resources, with insignificant political power,
tiny population and limited capacity to
protect its sovereignty.
Involving its citizens to the decision process
through open innovation and taking
calculated risks to improve the lives of its
people has really been the only way forward
for Estonia. But now that Estonia has taken
the necessary steps, it is even easier for
other countries as well as corporations to
follow their footsteps.
"We have learned from our own experience
as well as from working with others - more
than 120 governments have been exposed
to or have tried to implement the Estonian
digital government experience - that in the
digital world, the size of the country does not
matter. Despite some contextual differences,
governments are very similar in the way we
work.
Hence, digitization know-how and often
even solutions can be copied well enough.
For example, most of our digital government
solutions are openly usable by others,
starting with X-Road. Just try it out!
Also, the Estonian companies and partners
who have helped us build the digital

government here are happy to partner with
governments and tech companies abroad to
transfer know-how (including necessary
legal and policy frameworks) and implement
solutions there similar to those that work so
well in Estonia." Siim Sikkut, the Deputy
Secretary General for Communications and
State Information Systems at the Ministry of
Economic Affairs and Communications.
It is time to follow Estonia in its journey, even
pass them where possible and emerge
yourself fully to the digital world as this is
really the only way forward.

